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"Local threats are
the biggest blind spot
for multinational
corporations.
Businesses must apply
in-country insight
and intelligence

to determine

all potential
vulnerabilities,
threats and risks

to their most

valuable assets.”

John Watters, CEO of
iSIGHT Partners
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Who We Are

iSIGHT Partners is a corporate counter-intelligence firm that
analyzes what the "bad guys" know about you and how they use
that knowledge to exploit your business. Our teams use local
sources, relationships and tools to assess sites and situations,
which allows us to view threats from the local adversary's
perspective.

iSIGHT Partners is based in Dallas, TX with offices in Washington,
D.C., Dalian, China, Sao Paulo, Brazil and Pune, India. Our team
of professionals has industry-leading experience in government,
intelligence and business, with unmatched analytical capabilities
that are deployed through a global network and best-in-class
proprietary database of threats and risks.

The Challenge and Solution

Companies often get threat intelligence information from disparate
sources within their organization, with no consolidation and
prioritization of the information. iSIGHT Partners' IntelliSIGHT
Threat Intelligence Suite details the technical, tactical and strategic
threats for clients on a daily basis and — most importantly —
prioritizes the workflow to ensure that our clients' IT teams are
focusing on the most important threats and vulnerabilities first.
Why is this critical? Because IT teams can work hard all day, but if
it's not on the right issue, their time is wasted and your company

is at risk.

The IntelliSIGHT Threat Intelligence Suite helps prevent, detect and
manage electronic crime by providing deep, actionable analysis

of new vulnerabilities, exploits and malicious code activities that
impact enterprise customers. Our IntelliSIGHT team focuses solely
on technologies and issues that are strategically and operationally
relevant and provides actionable intelligence to mitigate the
associated risks.

IntelliSIGHT Sources

iSIGHT Partners' analysts are leaders in the security industry who
provide IntelliSIGHT customers with proprietary vulnerability
information. Our teams research, gather and test proof-of-concept
(PoC) and private exploit code and identify patches to help protect
our customers. If a patch does not exist, we provide our clients
with mitigation strategies until one becomes available.

iSIGHT Partners' Malcode Team gathers information regarding
malicious code activity from online information-sharing groups and
major anti-virus vendors, which provides our customers with the
most up-to-date and relevant information. Each member of our
Malcode Team either owns and/or participates in extensive private
data sharing relationships with hundreds of security professionals
globally.

Data sharing includes all data related to emergent threats, such

as malcode, exploits, malicious URLs, de-obfuscation of code and
more.

This information is used to analyze and respond with a
comprehensive global view of threats as seen by all major anti-
virus and security companies globally for emergent threats.

Data from these private sources are also used in Global Incident
Response and deep threat research to further broaden the scope
of research and response, such as tracking malicious URLs related
to a new malcode "wave" attack and all associated payloads.

iSIGHT Partners' Global Vulnerability Partnership (GVP) is another
source of vulnerability information. Through the GVP, iSIGHT
Partners offers generous compensation to outside contributors
from around the world, who focus and report solely on
vulnerabilities that pose a potential risk to our commercial and
governmental customers. This additional source of information is
another way our analysis goes deeper than the competition.

IntelliSIGHT Deliverables

iSIGHT Partners offers three IntelliSIGHT service bundles that
encompass a blend of vulnerability and threat data. Each level
brings additional service, support and intelligence content to

the customer and can include access to iSIGHT Partners' Global
Intelligence Operations Analysts, customer-requested research
papers and monthly personalized reports. See the table below for
more information on our service bundles.

The IntelliSIGHT Portal

The IntelliSIGHT Portal is a website repository where our clients
can quickly access all of their IntelliSIGHT reports, from any
location, with a username and password. The portal also provides
a customer forum, where customers can anonymously share
information and solutions with each other.

Analyst Access

One of our most popular features is Analyst Access, which allows
our clients to direct our analysts' research to an area of top
concern. Clients are given direct access to our analysts, who are
required respond within a pre-specified period of time.

The iSIGHT Partners' Approach

Intelligence collection and analysis represent only the first phase
of the action/mitigation cycle when dealing with electronic threats
and sophisticated fraud actors. iSIGHT Partners' reports are
intended to provide a framework for action, because "actionable
intelligence" is key to our clients. Close interaction with our
customers is central to that process and contributes an important
piece of the overall intelligence development cycle.

To the extent that client information on specific attacks or
proprietary issues can be shared and genericized, that information
is integrated into our overall product set for the benefit of all our
clients, thus providing a community defense model. For more
information about IntelliSIGHT and other products, please visit our
website at www.isightpartners.com.

IntelliSIGHT Service Bundles

Tier One Tier Two

- IntelliSIGHT Daily Delivery and
Malware Reports

- IntelliSIGHT Action Reports

- Weekly Vulnerability Reports

Malware Reports
- Analyst Access
- IntelliSIGHT Action Reports

- Malware Reverse Engineering

- Global Incident Response

- IntelliSIGHT Monthly Threat Report

- Weekly Vulnerability Reports

Dallas, TX | Washington, D.C. |

- IntelliSIGHT Daily Vulnerability and

Dalian, China |

Partner Level

- IntelliSIGHT Daily Vulnerability and Malware Reports
- IntelliSIGHT Action Reports

- Analyst Access

- Malware Reverse Engineering

- Global Incident Response

- IntelliSIGHT Monthly Threat Report

- IntelliSIGHT Focused Intelligence Report

- Annual Customer Conference Participation

- Weekly Vulnerability Reports

Sao Paulo, Brazil | Pune, India
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